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ABSTRACT : PURPOSE: To use a shared output device to safely output secret data by temporarily 

preserving data with a password number, which is sent through a network, in the memory 
of the shared output device without outputting and outputting this data in response to input 
of the password number or the like. 

CONSTITUTION: When data sent from a terminal 1 to a shared output device 2 through 
the network, has the password number, this data is preserved in an auxiliary storage 
device 4; but otherwise, data is printed by an output device 5. When the user of the 
terminal 1 goes to the place of the shared output device 2 and inputs the password 
number number from a password number input device 6 to indicate the output, pertinent 
image data is taken out and is sent to the output device 5 and is printed if preserved in the 
auxiliary storage device 4. Thus, secret document is safely printed. 
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SPECIFICATION 

1. Title of the Invention: SHARED OUTPUT DEVICE HAVING 

SECURITY FUNCTION 

2. Claim 

A shared output device having a security function which 
outputs data from a shared output device to a network while 
keeping security thereof, wherein: 

The shared output device (2) receives and once stores 
data with a password sent from a terminal (1) via the net 
work, and the corresponding stored data is fetched and 
outputted in response to the direct input of the password 
into said shared output device (2) . 

3. Detailed Description of the Invention 
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[Outline] 

The present invention provides a shared output device 
having a security function which outputs data from the 
output device connected to a network while keeping security 
thereof, which has an object to: 

Store once data having a password sent via the network, 
withput outputting, in a memory in the shared output device, 
output the data in response to the input of the password or 
the like, and securely output the confidential data by the 
use of the shared output device which: 

The shared output device receives and once stores data 
with a password sent from a terminal via the network, 
fetches and outputs the corresponding stored data in 
response to the direct input of the password into the shared 
output device . 

[Industrial Applicability] 

The present invention relates to a shared output device 
having a security function, which outputs data from the 
shared output device connected to a network while keeping 
security. The tendency of computers toward networking has 
recently been remarkable, and it is now a common practice to 
manage a high-function/high-performance output device by 
sharing by a plurality of terminals- Under these 
circumstances, when printing a document not to be perused by 
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others by use of an output device, there is a demand for 
ensuring security. 

[Problems to be Solved by the Invention] 

It is conventionally the general practice to arrange a 
high- function/high-performance output device 23 connected to 
a common control unit 22 via a network from a plurality of 
terminals 21 at a physically remote place. Printing a 
confidential document from a terminal 21 by the use of the 
output device 23 installed at such a remote place poses the 
problem of difficulty to ensure security. 

It is an object of the present invention to once store 
data with a password sent via a network without outputting, 
into a memory of the shared output device , output the data 
in response to the input of the password or the like, and 
securely output the confidential data by using the shared 
output device. 

[Means for Solving the Problem] 

Fig. 1 illustrates the configuration of the principle 
of the present invention. 

In Fig. 1, a terminal 1 performs various steps of 
processing in connection with a network. 

The shared output device 2 is connected to the network, 
receives data with a password (or a password and a print ID) 
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sent from any of the terminals 1, once stores the data, 
directly fetches the corresponding data stored in the memory 
in response to input of the password (or the password and 
the print ID) and outputs the data. 

[Operation] 

In the present invention, as shown in Fig. 1, the 
shared output device 2 receives data with a password (or a 
password and a print ID) sent from the terminal 1 via the 
network, once stores the data in the memory, directly 
fetches the corresponding data stored in the memory in 
response to input of the password (or the password and the 
print ID) and outputs the data. 

Therefore, by once storing the data with a password 
sent via the network in the memory in the shared output 
device 2, without outputting the data, and outputting the 
data in response to input of the password or the like, it is 
possible to safely output the confidential data by means of 
the shared output device. 

[Embodiments ] 

The configuration and operation of an embodiment of the 
present invention will be sequentially described in detail 
with reference to Figs. 1 to 5. 

In Fig. 1, the terminal 1 is connected to a network 
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(such as a LAN) to carry out various steps of processing. 

The shared output device 2 comprises a shared control 
unit 3 conducting various controls for sharing the output 
device 5 via the network, an auxiliary memory 4 storing data, 
an output unit 5 outputting the data requested by the 
terminal via the network, and a password input unit 6 
inputting a password, a print ID and the like. 

Fig. 2 is a configuration diagram of the shared output 
device of the present invention. 

In Fig. 2, the imaging control unit 7 develops data 
sent from the terminal 1 via the network into an image and 
stores the image in a memory 8. 

The memory 8 temporarily stores image data. 

A security control unit 9 fetches the corresponding 
image data from the auxiliary memory 4 in response to input 
of a password or a print ID from a password input unit 6, 
sends the data to the output device 5 to cause it to output 
the data. 

The receiving operation of data from the terminal 1 in 
the configuration shown in Figs. 1 and 2 will now be 
described in detail with reference to the flowchart shown in 
Fig. 3. 

In Fig. 3, at (11), the shared output device receives a 
printing job, performs an exclusive control of the printer 
(output device) , and sends data to the imaging control unit 
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7. The shared control unit 3 exclusively receives data 
(printing job) sent from the terminal 1 via the network in 
Figs. 1 and 2, for example, accepts only data received first, 
and sends the accepted data to the imaging control unit 7. 

In step (12), data for a page is taken up from the 
print data, and stores it in the memory. That is, data for 
a page is taken up from the data sent from the shared 
control unit 3 by an imaging control unit shown in Fig. 2, 
which develops the data into an image and stores it in the 
memory 8 . 

At (13), it is determined whether or not the data has a 
password. If YES (for example, in the case of data with a 
password shown in Fig. 5), the image data of the memory 8 is 
stored in the auxiliary memory 4 at (14) . In the case of NO, 
on the other hand, the image data of the memory 8 is sent to 
the output device in step (15), and a page is outputted. 

Step (16) covers initialization. This step initializes 
the areas which have sent data from the memory 8 to the 
auxiliary memory 4 or the output: device 5 in steps (14) and 
(15) . 

At (17), it is determined whether or not the print job 
has come to an end. If YES, step (18) is executed. If NO, 
(20) and subsequent steps are repeated. 

When using the auxiliary memory, step (18) stores the 
print ID and the password. As shown to the right in Fig. 3, 
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when data with a password is stored in the auxiliary memory 
4, the printer (address) of image data is registered in the 
management table 10 in correlation with the print ID and the 
password, to prepare for outputting. 

As a result of the above-mentioned steps of processing, 
data is stored in the auxiliary memory 4 when the data sent 
from the terminal 1 to the shared output device 2 via the 
network has a password, and the data is outputted for 
printing or the like by the output device when the data has 
no password. 

The operation of inputting and outputting into and from 
the shared output device 2 in the configuration shown in 
Figs.. 1 and 2 will now be described in detail with reference 
to the flowchart shown in Fig. 4. 

In Fig. 4, a password and a print ID are entered at 
(21) . A password input unit 6 shown in Figs. 1 and 2 
receives input of a password and a print ID from, for 
example, the keyboard, and an output instruction is given. 

At (22), the security control unit 9 retrieves the data 
of the password and the print ID stored in the auxiliary 
memory 4 . 

Step (23) determines whether or not data is present. 
In case of YES, the (24) and subsequent steps are performed. 
If NO, which means that image data is not stored in 
correlation with a password or a print ID, the step comes to 
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an end (END) . 

In step (24), the end of the operation "in printing" is 
waited for. 

Step (25) fetches individual page data of the print job 
corresponding to the print ID by means of the auxiliary 
memory 4, and sends them to the output device 5. 

At (26) , the output device 5 conducts output (printing) . 

As a result of these steps, when corresponding image 
data is stored in the auxiliary memory 4 in response to 
input of a password and a print ID directly from the 
password input unit 6 and an output instruction given 
thereto upon a visit by the first user of the terminal 1 to 
the place of the shared output device 2, it becomes possible 
to cause safe printing of a confidential document by 
fetching and sending it to the output device 5. 

Fig. 5 illustrates an example of data with a password 
of the present invention. This is an example of data in a 
case where data is sent from the terminal 1 to the shared 
control unit 3 via the network. When the data is 
confidential, data is sent by setting a password or a print 
ID. As a result, the data sent by YES in step (13) and step 
(14) in Fig. 3 is stored in the auxiliary memory 4 without 
being outputted. The data is outputted by the processing 
shown in the flowchart of Fig. 4. When the data is not 
confidential, on the other hand, the data is sent without 



setting a password or a print ID. The data is thus 
outputted from the output device 5 upon NO in step (13) and 
(15) shown in Fig. 3. 

[Advantages] 

According to the present invention, as described above, 
the adopted configuration is such that data with a password 
sent from the terminal 1 to the shared output device 2 with 
the network is once stored, and the corresponding data is 
outputted in response to the password or the like. It is 
thus possible to safely output confidential data by use of 
the shared output device connected to the network. 

4. Brief description of the Drawings 

Fig. 1 is a principle configuration view of the present 
invention; Fig. 2 is a configuration view of the shared 
output device of the present invention; Figs. 3 and 4 are 
flowcharts for illustrating the operation of the present 
invention; Fig. 5 illustrates an example of data with a 
password of the present invention; and Fig. 6 is a 
descriptive view of the conventional art. 

In the drawings, 1: terminal, 2: shared output device, 
3: shared control unit, 4: auxiliary memory, 5: output 
device, 6: password input unit, 7: imaging control unit, 8: 
security control unit, and 10: control table. 
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FIG. 1 

( 1 ) NETWORK 

(2) TERMINAL 

(3) TERMINAL 

3: SHARED CONTROL UNIT 

4: AUXILIARY MEMORY 

5: OUTPUT DEVICE 

6: PASSWORD INPUT DEVICE 

2 : SHARED OUTPUT DEVICE 

PRINCIPLE CONFIGURATION VIEW 

FIG. 2 

( 2 ) NETWORK 

8 : MEMORY 

3: SHARED CONTROL UNIT 

7: IMAGING CONTROL UNIT 

5: OUTPUT DEVICE 

6: PASSWORD INPUT UNIT 

9: SECURITY CONTROL UNIT 

4: AUXILIARY MEMORY 

CONFIGURATION VIEW OF SHARED 



OF INVENTION 



OUTPUT DEVICE OF INVENTION 



FIG. 3 

(11) THE SHARED CONTROL UNIT RECEIVES PRINT JOB, PERFORMS 
EXCLUSIVE CONTROL OF PRINTER, AND SENDS PRINT DATA TO 



IMAGING CONROL UNIT 

(12) DATA FOR 1 PAGE IS FETCHED FROM PRINT DATA AND STORED 
IN MEMORY 

(13) DOES DATA HAVE PASSWORD? 

(14) MEMORY DATA IS STORED IN AUXILIARY MEMORY 

(15) DATA IS SENT TO OUTPUT DEVICE AND DATA FOR 1 PAGE IS 
OUT PUT TED 

(16) INITIALIZATION OF MEMORY 

(17) END OF PRINT JOB? 

(18) WHEN USING AUXILIARY MEMORY, PRINT ID AND PASSWORD ARE 
STORED 

10: CONTROL TABLE 
PRINT ID 
PASSWORD 

IMAGE DATA POINTER 
FLOWCHART FOR ILLUSTRATING OPERATION OF INVENTION (UPON 
RECEIVING) 

FIG. 4 

(21) INPUT PASSWORD AND PRINT ID 

(22) SECURITY CONTROL UNIT RETRIEVES CORRESPONDING DATA OF 
PASSWORD AND PRINT ID STORED IN AUXILIARY MEMORY 

(23) DATA IS PRESENT 

(24) END OF PRINTING OPERATION IS CURRENTLY WAITED FOR 

(25) INDIVIDUAL PAGE DATA OF PRINT JOB CORRESPONDING TO 
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PRINT ID ARE SENT FROM AUXILIARY MEMORY TO OUTPUT DEVICE 
(2 6) OUTPUT 

FLOWCHART FOR ILLUSTRATING OPERATION OF INVENTION {UPON 
OUT PUT TING) 

FIG. 5 

( 1 ) HEADER 

(2) PRINT ID 

(3) PASSWORD 

( 4 ) DATA 

EXAMPLE OF DATA WITH PASSWORD OF INVENTION 

FIG. 6 
( 1 ) NETWORK 
21: TERMINAL 
21: TERMINAL 
22: SHARED CONTROL UNIT 
23: OUTPUT DEVICE 

DESCRIPTIVE VIEW OF CONVENTIONAL ART 
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